8 Steps To Building A Secure & Compliant Cybersecurity & Privacy Program
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In simple terms, controls exist to protect an organization’s data. Requirements for asset management do not primarily exist to protect the inherent value of the asset, but the data it contains, since assets are merely data containers. Assets, such as laptops, servers and network
infrastructure are commodities that can be easily replaced, but the data cannot. This concept of being data-centric is crucial to understand when developing, implementing and governing a cybersecurity and privacy program.
Similar in concept to Governance, Risk & Compliance (GRC) or Integrated Risk Management (IRM), Integrated Controls Management (ICM) is focused on supporting processes and practices that must exist for a cybersecurity and privacy program to operate effectively and efficiently. ICM
is designed to proactively address the strategic, operational and tactical nature of operating an organization’s cybersecurity and privacy program. ICM is defined as, “a holistic, technology-agnostic approach to cybersecurity and data protection controls to identify, implement and manage
secure and compliant practices, covering an organization’s people, processes, technology and data, regardless of how or where data is stored, processed and/or transmitted.” In the eight (8) steps listed below, the ICM principles demonstrate building secure processes so that compliance is a
natural byproduct. This is an industry-agnostic approach that applies to any combination of compliance requirements your organization needs to address.
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Establish Context
To build and maintain efficient and effective operations, the cybersecurity & privacy program must have a hierarchical vision, mission and
strategy that directly supports the organization’s broader strategic objectives and business processes. This process of establishing context
involves identifying all applicable external compliance requirements (e.g., laws, regulations and contractual obligations), as well as internal
directives (e.g., Board of Directors, corporate policies, etc.). This is a due diligence element of the cybersecurity and privacy program.

Define Applicable Controls
A tailored control set cybersecurity and data protection controls must exist. This control set needs to be made of Minimum Compliance
Criteria (MCC) and Discretionary Security Requirements (DSR). This blend of “must have” and “nice to have” requirements establish an
organization’s tailored control set to ensure both secure practices and compliance.
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Assign Maturity-Based Criteria

Assign Stakeholder Accountability
Controls must be assigned to stakeholders to ensure accountability (e.g., business units, teams and/or individuals). These “control
owners” may assign the task of executing controls to “control operators” at the IC-level. The documented execution of procedures
provides evidence of due care that reasonable practices are being performed.

Maintain Situational Awareness
Situational awareness must involve more than merely “monitoring controls” (e.g.,
metrics). While metrics are a point-in-time snapshot into discrete controls’
performance, the broader view of metrics leads to a longer-term trend analysis and
when properly tied in with current risk, threat and vulnerability information, this
insight provides “situational awareness” that is necessary for organizational
leadership to adjust plans to operate within the organization’s risk threshold.

Manage Risk
Proactive risk management processes must exist across all phases of development/information/system life cycles to address
confidentiality, integrity, availability and safety aspects. Risk management must cover internal and external threats, including
Supply Chain Risk Management (SCRM) considerations. To manage risk, it requires the organization to clearly define its risk
threshold and risk management expectations.

The cybersecurity & privacy program must assign maturity targets to establishes “what right looks like” for controls that establish
attainable criteria for people, processes and technology. This maturity level criteria can be used to plan for, budget for and assess
against. Maturity targets should support the organization’s need for operational resiliency.

Publish Policies, Standards & Procedures
Documentation must exist, otherwise practices are unenforceable.
Formalizing organization-specific requirements via policies and
standards are necessary to operationalize controls. Stakeholders
utilize those prescriptive requirements to develop Standardized
Operating Procedures (SOP) that enable Individual Contributors
(IC) to execute those controls.
Policies, standards and procedures provides evidence of due
diligence that the organization identified and implemented
reasonable steps to address its requirements.
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Evolve Processes
Cybersecurity and data protection measures must adapt and evolve to address business operations and the evolving threat
landscape. This requires the adoption of a Plan, Do, Check & Act (PDCA) approach (Deming Cycle) to ensure the organization
proactively identifies its requirements, implements appropriate protections, maintains situational awareness to detect incidents,
operates a viable capability to respond to incidents and can sustain key business operations, if an incident occurs.

Integrated Controls Management (ICM) was jointly developed by:
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